Always OnGuard™

All you need to know about
Electronic Security for

Healthcare Facilities

Lenel OnGuard offers the most robust security
- —— =y solution to meet the changing needs

of hospitals and medical centers today and tomorrow.

Lenel understands that healthcare facilities are as concerned with
protecting access to health information as they are with protecting
patients, employees and physical property. OnGuard offers the industry’s
most comprehensive security solution to ensure a safe and secure
healthcare environment, while also assisting in the effort to comply with
privacy regulations. Lenel is dedicated to creating solutions that meet

customers' individual security needs, and to providing first-class support
to our customers worldwide. OnGuard is available in major world
languages, including English, Spanish, French, German, Chinese, Arabic,
Korean, Hebrew, Russian, Swedish, Italian and Czech. OnGuard is
supported by technical offices and partners in more than 50 countries.
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Access Control Solutions

+ OnGuard Extended Enterprise™
Advanced, distributed multi-regional,
integrated security management system
(U.S. Pat. 6,233,588)

+ OnGuard Enterprise™
Advanced, single-region, integrated security
management system (U.S. Pat. 6,738,772)

+ OnGuard Mobile Enterprise ™
Wireless security management system

Identity Management
Solutions

+ OnGuard ID CredentialCenter™
ID credential, PKI, smart card and biometrics
management system

Video Management Solutions

+ OnGuard VideoManager™
Seamlessly integrated, IP-based digital video
management system

+ OnGuard GO!™
Access control, ID management, and
digital video recording, integrated on a
single unit

Open Architecture Integration
Services

+ OnGuard OpenIT™

IT integration service

+ OnGuard DataExchange™
Advanced data import/export service

+ OnGuard SNMP™

Network management integration service

+ OnGuard OPC™
Process control & building automation
integration service

+ OnGuard Visitor™
Visitor management system
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Third Party Integration Capabilities

OnGuard’'s advanced integration capabilities facilitate
bidirectional communication with third party databases, such as
those in visitor management, parking, patient records, pharmacy,
catering, human resources and finance systems. OnGuard can
also integrate with a number of supported fire alarm, intercom
and personal safety/duress systems. If a patient, visitor or
employee leaves the medical institution, the information is
transferred from the appropriate database to OnGuard, which
automatically removes all access rights for the cardholder and
downloads the required information to the access controllers.*
Most importantly, this integration is achieved through software,
not hardware, and is written to available IT standards, to
maximize reliability and ensure forward migration compatibility
for years of investment protection.

Securing Health Information

Lenel’s Total Security Knowledge Management Solution™
provides the necessary protection to ensure that patient health
information is secure. OnGuard OpenlT™ enables endless
integration possibilities to add an extra level of security to
electronic data. For instance, creating an OnGuard cardholder will
automatically create a Microsoft Windows logon account, which
can be securely accessed only through use of a smart card and
PIN. In addition, when a person exits the building by swiping their
ID credential, their LDAP account will automatically become
disabled, preventing unauthorized use.* Lenel’s integrated
security solutions help healthcare organizations take the
necessary steps towards HIPAA compliancy.

Digital Video Solutions

OnGuard VideoManager™ offers the industry’s best and most
comprehensive video solution, delivering advanced data mining
and investigative capabilities. Available either as a standalone
system or seamlessly integrated with the OnGuard portfolio, its
capabilities are numerous.

Smart Card Management

Secure credentials can easily be created, managed and authenti-
cated with OnGuard ID CredentialCenter™. This unique product
offers seamless integration of biometrics and smart cards, plus
management of visitors, patients, medical students and employ-
ees.* Data on a single card can be updated regularly from a single
point and used across multiple systems, including cashless
vending, food service, time and attendance, parking and more!

Visitor Management

OnGuard Visitor™ is a dependable and cost-effective visitor
management application, ideal for use where visitor traffic is high.
OnGuard system administrators can track a visitor's scheduled
arrival and departure times against their actual in and out times. If
a visitor has been assigned access rights to certain areas, system
operators can tightly track the visitor's movement throughout the
facility using the OnGuard Alarm Monitoring application module.
OnGuard Visitor can be integrated with the OnGuard Video
application module, allowing system administrators to link digital
video clips to visitor activity.*

* Product Features, Benefits and Advantages that focuses on helping the care provider

comply with the United States federal government's Health Insurance Portability and
Accountability Act of 1996; and other privacy rules around the world.

Area Access Management

OnGuard Area Access Manager™ enables authorized personnel to
control cardholder access to specific physical areas. This valuable
solution has endless applications for hospitals, laboratories and
medical facilities, which need to secure and monitor highly sensitive
areas.* OnGuard Area Access Manager facilitates the administration
of patients, employees, medical students and visitors within the
facility, and ensures a more secure environment. Time zones within
the system can be configured to require additional layers of security
for those qualified to access facilities during off-hours. This
eliminates dependence on security personnel, and adds a greater
level of protection during more vulnerable times.

Guard Tour

Guard Tour allows for one or more card readers or alarm inputs to
be checked during routine tours to verify that predefined guard
routes are completed. Guards use their credentials at card readers
or trigger inputs in a sequential order that follows their watch path.
Each tour communicates events to Alarm Monitoring, allowing
operators to know if checkpoints are reached on time, early,
overdue, or late. Tours can be linked to live video in a 'sliding
window' format featuring multiple camera views spanning from
checkpoints already hit, the current checkpoint, and anticipated
checkpoints. Reports can be generated for investigative purposes.

Intrusion and Fire Alarm Integration

Enhanced intrusion detection and fire alarm integration have
proven effective in centralizing alarm monitoring and response.
Lenel's OnGuard Intrusion™ allows customers to monitor intrusion
detection devices and view intrusion alarms inside OnGuard Central
Station Receiver, which acts as a central communication point for
all alarm panels connected to it. The system can be configured such
that when an alarm occurs, an audio alarm is triggered, a camera
starts recording digital video at the alarm location, and email and
paging messages are sent to emergency response personnel.
Hospitals, medical facilities and laboratories can benefit from these
integrated reporting and investigation tools to ensure the most
appropriate response to an event.

A Sample of Our System Installations
Children’s Medical Center, Dallas, USA

Fairfax Medical Labs, USA

Hamilton Hospital, Bermuda

Hawkesbury General Hospital, Canada

Hershey Medical Center, USA

Hospital Monsefnor Sanabria, Costa Rica

Kaiser Permanente, USA

Mayo Clinic Hospital, USA

Medica Sur, Mexico DF

Mercy Medical Center, USA

Mt. Alvernia Hospital, Australia

Sick Children’s Hospital, Canada

Sturgen Hospital, Canada

Texas Medical Center, USA

Ullevaal Hospital, Norway

University of Massachusetts Medical Center, USA
University of Nebraska Medical Center, USA
Vancouver General Hospital, Canada
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